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Understanding Risk: Key Concepts for Effective Risk Management

Skill Building for NASA’s Technical Workforce

Value of Risk Management

* NASA can't operate without risk. Budgets, technology, environments
and other factors introduce obstacles that companies must not only
manage but overcome.

* Risk Management provides value by helping to identify, assess,
prioritize, and manage risks that could impact goals, objectives,
missions, and projects

« Enabling better decision-making

* Minimizing negative impacts of events and external implications

 Increased financial performance

 Demonstrates leadership increasing communication and stakeholder confidence
» Ensuring compliance with rules and regulations
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What Is Risk?
Risk - The potential for shortfalls with respect to achieving explicitly

established and stated objectives

 Risk is inherently probabilistic
Objective X

— likelihood that an organization’s objectives will Distribution of
be met (or will continue to be met) Possible Outcomes

(pdf)
* Risk is holistic

— aggregate risk to an organization’s objectives Risk
from all causes
Y

 Risk is organization-specific
Sho\r(tfall Success

- Risk is defined with respect to an organization’s > Direction of Goodness
objectives, Objectives -> requirements Outcome
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Individual & Aggregate Risks

Individual risks

; u<[>a£ H /\ ‘ ‘ /\ *‘ An individual risk is a scenario leading to degraded performance
- —a
(LM with respect to one or more performance measures

) /\ A scenario is a defined sequence of events, starting from an

4

St ]
=1 .

¢ . e e Initiating (Departure) Event, and leading after some set of pivotal
st g OO / \ events to an undesirable effect on a performance measure

e T
(0]

Structure of Scenario

Characterized by scenario, likelihood, and consequence

Likelihood and Consequence Severity
Its Uncertainty and Its Uncertainty

Individual risk scenarios
(IRS)

‘ Aggregate risks (AR)
An aggregate risk is the accumulated effect of all relevant scenarios
AR = ( S IRS ) + U/U risk on the probability of not being able to meet a performance measure
constraint value, target value, or other defined value or set of values
« Understanding contributors to AR provides a basis for With inherent uncertainties in discovering or characterizing all
prioritizing risk response decisions significant individual risks, unknown and/or underappreciated (U/U)
- The ensemble of ARs across an activity’'s objectives risk may also contribute to AR.
constitute its risk profile. The acceptability of an activity’s Produced by combining individual risks that threaten common
risk profile is based on whether it is within the risk posture objective or activity

PPEL €075t &



Understanding Risk: Key Concepts for Effective Risk Management

Skill Building for NASA’s Technical Workforce

What I1s Risk Management?

* Risk management is a set of activities aimed at understanding,
communicating, and managing risk to achieve a set of objectives

« Applicable to all Agency activities directed toward the accomplishment of
Agency strategic goals, including strategic planning and assessment; program
and project concept development, formulation, and implementation; institutional

management of infrastructure, including physical, human, and information
technology resources; and acquisition

« Risk management includes risk-informed decision making (RIDM) and
continuous risk management (CRM) in an integrated framework

PPEL €078 s
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What I1s Risk Management?

Risk-informed Decision Making (RIDM)

To inform decision making through better use of
risk information and establishes baseline
performance requirements for program/projects
and mission support organizations

Continuous Risk Management (CRM)

To manage risk associated with the implementation
of baseline performance requirements

Keeping the potential for performance shortfalls
within tolerable limits

Risk-nformed Decision Making (RIDM)

Identification of Alternatives
Formulate Objectives and Performance Measures
Formulate Decson Alternatives, Recogning both

Risks and Opportunites

\J
Analysis of Alternatives
Concuct Integrated Analysss of Rusk of Each
Aternative, Develop the Techmical Bass for
Debberation

Y

Risk-informed Alternative Selection
Deliberate, Select an Alernative and Accept the
Associated Risk Informed by Risk Analysis Results

and Document the Decision and its Ratonale

Continuous Risk Management
(CRM)

Communicate

Document

PPEL |<OW5PSE &
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Key Risk Management Principles

* Objectives-Driven
* Implement a Philosophy of Risk Leadership
« Conducted Throughout the Life Cycle of an Activity

Note: Additional NASA RM Principles are in back up, with complete set found on the ARMO
website: Risk Management Principles Consistent With NPR 8000.4C

PPEL | <YOWePSt



https://nasa.sharepoint.com/sites/osma/SiteAssets/Forms/AllItems.aspx?id=/sites/osma/SiteAssets/SitePages/Risk-Management/RM-Principles-1_10_24.pdf&parent=/sites/osma/SiteAssets/SitePages/Risk-Management
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Objectives Driven Risk Management

An approach to risk management that focuses
on ensuring that a program’s / project’s /
Organization’s risk profile is aligned with the
established objectives and within the
established risk posture.

PPEL <2750t
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Vision: Exploring secrets of the universe for the benefit of all

Mission: NASA explores the unknown in air and space, innovates for the benefit of humanity,

NASA,S 2 022 and inspires the world through discovery
Strategic Plan aac

g Strategic Goal 1: Expand Human Knowledge

h - through new scientific discoveries

Themes, Strategic
G O al S an d Strate i C 1.1 Understand the Earth system and its climate

1 g 1.2 Understand the Sun, solar system, and universe 2.2 Develop a human spaceflight economy enabled by a
O b e Ct Ive S 1.3 Ensure NASA’s science data are accessible to all and commercial market

produce practical benefits to society

2.3 Develop capabilities and perform research to
safeguard explorers

Explore

Strategic Goal 2: Extend human presence to
the Moon and on towards Mars sustainable
long-term exploration, development, and
utilization

2.1 Explore the surface of the Moon and deep space

2.4 Enhance space access and services

Innovate — Advance
Strategic Goal 3: Catalyze economic growth ﬁ Strategic Goal 4: Enhance capabilities and
and drive innovation to address national - operations to catalyze current and future
challenges mission success

3.1 Innovate and advance transformational space 4.1 Attract and deve|0p a talented and diverse workforce

technologies . e
g 4.2 Transform mission support capabilities for the next era

3.2 Drive efficient and sustainable aviation of aerospace

4.3 Build the next generation of explorers

PPEL |£EC7P8E
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Objectives-Driven Risk Management

 Each organization’s objectives flow
down from NASA'’s strategic
objectives

« NASA'’s organizations and
objectives fall into domains of:

« Enterprise - Strategic
programmatic and cross-Agency
objectives

« Program/project — Technology
R&D and operational mission
objectives

* Institutional — Supporting cross-
Agency and Program/project
objectives

Webinars

Skill Building for NASA’s Technical Workforce

NASA Strategic Objectives

Enterprise Domain

Cross-Agency
Institutional
Support Needs

Institutional

¥

Agency-Wide
Technical Objectives

L]

¥

Technical Capability
Objectives

Mission-Portfolio
Objectives

|

|

P z FoN) N
CUOIECtiveS OTiveETroy

Cross-Agency Needs

Institutional Domain

Program/Project

Domain

Specific Technology

Specific Operational

R&D Objectives

Mission Objectives

Institutional

Institutional
Activities Fulfilling

Institutional
Objectives Driven by

—

Program & Praject
Activities Set to

y
Programs & Projects
Activities Set to

CAC'FVTES F "ui:"_"g Program & Project Program / Project Execute Technology Execute Mission
el a5 S Needs Needs R&D Objectives Objectives
[
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Objectives-Driven Risk Management

The risk management effort of each NASA organization should be focused on managing the
risk to that organization’s top-level objectives

Top-level Enterprise objectives typically fall into domains such as:

» Strategic - Compliance
* Reputational - Operations
« Top-level Program and project objectives typically fall into domains such as:
* Mission technical - Safety
* Cost - Schedule
« Top-level Institutional organization objectives typically fall into domains such as:
« Staffing - Facility availability
» Facility safety - Cybersecurity

Top-level objectives define the fundamental purposes of the organization rather than any
means of achieving those purposes

PPEL [<T9W5°2t
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Implement a Philosophy of Risk Leadership

Risk Leadership — Leading, by an accountable leader, risk acceptance decision-making within the
limits of a defined risk posture, including the authority to allocate portions of the risk posture to
subordinate / supporting organizations

Goal of risk leadership is to increase ‘decision velocity’ within a risk posture

* Risk leadership entails:

« Exercising risk management authority within an established risk posture consisting of acceptable
levels of risk to the organization’s top-level objectives

* Flowing down the risk posture (and associated risk management authority) to subordinate
organizations, in tandem with the flow-down of objectives to those organizations

» Risk posture defined early in an activity, in tandem with the baselining of the organization’s
objectives

« Supports mutual understanding and defines decision space for subordinate organizations

Risk Posture — The limits of acceptable risk to the established / stated objectives
whose achievement is of direct concern to stakeholders.

PPEL €075t 1
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Conducted Throughout the Life Cycle of an Activity

 Direction-setting decisions should be risk-informed, since they determine the risks that the
organization will face
« This is captured in the formulation, RM = RIDM + CRM
* Risk-informed Decision Making (RIDM): Making sure that decisions are made with an understanding of the

risks associated with each decision alternative
» Continuous Risk Management: Making sure that the risks associated with the selected alternative are within

the organization’s established risk posture

© Bg. Activity Life Cycle
Approyal for Formydation Approve| for Implemehtation
|PRE-FORMULATION FORMULATION IMPLEMENTATION
< Emphasis is on RIDM >
Ensuring that direction-setting decisions are risk-informed
< Emphasis is on CRM >

Ensuring that the risk profile is within the risk posture

PPEL €% 13
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Risk-Informed Direction-Setting Decisions
RIDM consists of three Risinformed Decision Making (RIOM)

p art S . Identification of Alternatives

Formulate Objectives and Performance Measures;

Formulate Decision Alternatives, Recognizing both
_Risks and Opportunities

\J
Analysis of Alternatives

« Analysis of Alternatives Conduct Integrated Analysis of Risk of Each

Alternative; Develop the Technical Basis for
Deliberation

* Risk-Informed Alternative Selection Y

Risk-informed Aliernative Selection
Deliberate; Select an Alternative and Accept the
Associated Risk Informed by Risk Analysis Results,
and Document the Decision and its Rationale

* |dentification of Alternatives

PPEL ST Pt 1
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Risk Leadership Objectives-Driven Risk Management
+ QOrganization top level defines strategic and + Objectives defined and assigned at all organizational
programmatic objectives levels
+ Top level expresses amount of risk that is acceptable + Objectives quantified via performance measures,
across objectives (risk posture) goals (targets) and/or requirements
+ Objectives and risk posture flow down to individual + Risks assessed and managed based on potential
projects and activities Impact to objectives
Top Leve ] .
gent(s) REa S Marages (c:nc::'aeiec.:) Managers (per (w Managers
Analysts input) concurrence)
Leaders
O V. O 0! Y
) Accept Propose Risk Tolerance Approve RTLs and Display/Communicate
Key RM Risk Posture and Levels (RTLs) Determine Risk(s) Risk(s) Classification

Leadership/Define
Risk Posture

Communicate thru Technically Consistent Acceptability / and Supporting Info
Activity Staff w Risk Posture Non-acceptability in Suitable Formats

Actions

PPEL [<TO5°8% 15
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Successful Risk Leadership and Objectives Risk
Management

Full commitment by managers and leaders at all levels
Clear identification of strategic and organizational objectives

Clear articulation and communication of risk posture in relation to the identified
organizational objectives, to managers and staff at all levels of the organization

Willingness to take-on and accept risk in activities / projects with potential high
benefit returns

Risk assessment and management practices geared toward:
« objectively-based decision-making

» balanced handling of individual and aggregate risks affecting the declared strategic and
organizational objectives

« formulation and implementation of effective organizational internal controls

Effective protocols for upward and cross-organizational communication of risk
management challenges, to enable the identification and effective handling of cross-

cutting risks

PPEL €575 16
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Communication of Risk
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Communication of Risk

Risk management involves the
management of both “individual risks” and
“risks to objectives”

Individual risks are traditionally displayed
on a risk matrix that shows the likelihood
and conseguence severity of specific risk
scenarios (right-nand chart)

Risks to objectives are determined by
aggregating individual risks to evaluate the
cumulative effect of the scenarios on a set
of performance measures (left-hand chart,
with details on next slide)

The performance measures are selected in
advance to serve as quantitative
surrogates for the objectives

Understanding Risk: Key Concepts for Effective Risk Management

R uick Webinars

Skill Building for NASA’s Technical Workforce

Adequately
low risk

Acceptable risks Acceptable
biecti management of
SO.GUIeCENaE individual risks
Communicated by Communicated by
L - High Indiv. Risk
I
Assembled K
\ -~ Surf. Reactor E
Power
| L
Probability of | |
Accidental Loss H
of Mission
o Med. Indiv. Risk
Probability of o
Accidental D . .
Pubiicbgosure Low Indiv. Risk
Conditional Prob. Probability of
of Control Soft- & Planet “X” Pu
ware Corrupti P“:"::R’;a'f Contamination CONSEQUENCE SEVERITY
abily

Risk Matrix for Individual Risks

PPEL |<OW5PSE 1
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Example Risk Matrix and Definitions

In-Mission

Human System Risk Board Risk Matrix and Definitions

LIKELIHOOD RATING
Flight Recertification

Long Term Health

5 massion or probability (P) »10%

Very High

More Skely to happen than not during the

Very likely to happen, Controls

are ansuiBcient or P> 10%

Likebhood 15 very high OR >10% excess risk

Moderate

LIKELIHOOD

01%<PsD. 1%

001 %<PsD 1%

Controls have minor liemitations
or uncertainties or

Likelihood & during the mission or Lisedy to happen. Controls have Liktdhood 1 high OR 6 10% excess risk
1%<P<10% sgnificant limitations or

uncertainties or 1%<Ps 10%
May happen dunng the mission or Not Nkely to happen. Controls Lkelihood 5 moderate OR 3.6% excess risk
0 1%PsIN ean! with some limitations or

uncortainties or 0.1%<Ps1%
Undlikely to happen during the msson o Not expected 10 happen Lsihood o ow OR 1-3% excess risk

i PsO.01%

Very Low

CONSEQUENCES

Crew Mealth Impact

oh

Nearly cortain to NOt 00O In-mimson oF

place or PLO.01%

Temporary dacomfort

Extremely temote possibidity thae

It will happen. Strong controls in

LAsihood

Minor injury/liness that can be dealt

with by crew without ground support,

minor Crew Sacomion

o very low OR < 1% sacess rink

Sevhcant myury/diness or
INCOPBCIABION that reguares CLagnosis
and/or treatment support from ground

may affect personal safety

L x C Matrix

CONSEQUENCE

Crivcal inpary/Bness of one Crew
member requiring estended medcal
INtervention and spport, may result

temporary deabdty

Time frame

{ xpected Need for
Migation

Neowr D«<2Yoars
Me 2-7 Years
Fa » T Yeans

Death or permanently dsablng
njury/iliness afecting one or more

crewmember (LOCNLOC)

IN MISSION

|
Mission Objectives
Impact

Insignificant impact to crew
perflormance and operations = no

ASCIVONS! resources regquired

Minor impact o crew performance and
Operaton - requires addtional

resources (nme, consumables)

Sgnificant recduction in crew
performance, threatens loss of &
MELSON 0D OV

Severe roduction of crew performance
that results i loss of mulinple masion

cLrecrees

Loss of masion due 10 Crew

petformance reductions or loss of crew

Crew Flight
Recertification
Status

immedate fight recerthication status

Flight recertfcation status within 3

months with kmated ntervention

Flight recertfication status withun 1 year
with nominal intervention or restricted

Night status

FIigM recertficanion status requires
extended medcal interventhon and

tahes > | you

Unable to be Recern®ed for Flign

Status, premature caresr end

Career related short term self-resolving
medcal condons

Career related medal conditions
Mmanageatie with outpatient medical
treatments

Treatable career refated medical condition
that requires hospitalization for
MINagement

Chronic career related mediCal condenion

requining intermutient hosotalizaton of
nursing care

Career related premature death ot
permanent Esabulity requinng
AITIRUDOSL 2 Hton

MEALTH
[j
=

Quality of Life

No mpact on gualey of life OR
Independence n actvines of dally Iving

Minar
OR rare support reguired for activines of

short-term mpact on quakty of We

daly bvrg

Moderate &

life OR may reguete some time dimited

ong-term impact on quality of

support for activitses of dally lving

Major long-term impact on guality of kfe
OR requires intermttent support for

actwities of dally hving

Chronic debitating impact on guality of
life OR requires contimuous support for

activithes of dady ang

LXC Likelihood and consequence
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LIKELIHOOD RATING* MSD RISK MATRIX Time Frame

- -
Exal I l I e I 2 I Sk M a.t r IX e Rating VAR Wt e likelihood the| o, ntitative L Near-Term 6 months to 1 year
Rating situation or circumstance will happen .
- - .=
Vi ols Mig-Term 110 2 years
and Definitions 5 Very | Expected to nappen. Controls Nave | rgprer nan 90% - 1w2yem
Likely minimal 10 no effect E
Long-Term > 2 years
o . Likety to happen. Controls have " ¢ g g 3
h L nificant limitations or uncertaintie: §0% %0 90% :
5 icant limi H t 3
"iwu happen. Controls exist, with o Risk Assessment Index (Possible
3 ssibie - - § eXIst, wit 30% 10 59° o i
some limitations or uncertainties 4% % 59% ps ¢ wes)
Not expected to happen. Controls 0 High (Mitigate)
2 Uniikely have minor limitations or 10% 10 39% .
uncertainties Moderate (Watch
Mit e ol
Viitigate, Accept
1 Highly Extremely remote possibility that it wil Less than 108
. W55 th vy
Unilkely happen. Strong controls in piace . ’ CONSEQUENCES Low (Watch
Mitigate, Accept)
*For Likelmood roting, use Quoitotive OR Quantitotive onolysis
Very Low Low Moderate High Very High
Consequence Subcategories 1 2 3 4 5
Injury or liness Re:ult:n; n Injury or Winess Resulting in Ajury of (Aness Resulting in 3
Injury Minor Injury Short-term Injury or liness Oays Away from Work OR Fermanent Partigl Disadility OR Fatality OR Fermanent Tota
Hospitalization roiptalization of 2« People Disability
Property
Heakh, Safety, Perty <S20K 530K 10 $30% »SS0K 10 $500 £500x 10 <52M 22M
Environment (HSE) Damage
. N ol i T Lo €0 n Significant ¥ te vlmo Canmot Comply with viaron
Compliance, c‘( .('.alc mg? Tt A w‘:\cl l‘ Col stinima MPACT 10 Compliance; or MOJErate mazaro of Reportabie _‘ ant r:rn 0 :-.{u ory fr_ l':., wit “!.... ¥
Environment or Minar or Nen-Repartable Administrative O3HA Vioiation Violation: or Minor OSHA Viclation Reguiremant, Tven ures Regquiremaent; or Catartroghic
- o Ha2ard or Incident = e — - - — ST IMMadiate Remediation razard
. ficen ot re el . SHVeTe IMERe 281 of MERLian-
Infrastructure " ',‘:ﬂ'fl","::‘_f'c: ’c. ‘;l_' 3' Minor Impact to Mission Sugport  [Significant impact to Mission Suppart| Major Impact to Mission Support . .,,'_ _::_l:":_ _" ».'\: l“
2 i o chead AR oot nlepstructy afrageoct 8/ ' frastrue . ' 1 Y. 5 ¥ 5
Tect al and Asset Asset BItrUCtyre and/or Asset Infrasroctone ang/or Alset Afraatructure and/or Al frastivcture and/or Asset
Srrmance Organizational = MOSErate Impacts, workaround(s Significant Yareats, no feasible X =
Neghpbis Impact &0 OBjectives WMisimpl impgscty Faiute 19 Mesat Critical OBjectvm
Objectives 1 latle workaround(s
ncidental Ogruption of short-Term Disruption of Major Disreption of e
Service Delivery nstitutionsd ,"" cas o (nstitutions "'_ ices ;r‘r éo".. ond sgnificant Disruption of Institutions instit r_’_‘.“"' _"‘_.: Work Stoppage of Key Institutions
ervice Uelivery PR e o i v services or Operational Support SRR RO Services or Operational Support
W Operationg support epponrt Qoeratonyl Suppon
Capabilities NSigAIficAnt 1M pact / Reduced
e Workforca !:;-"»cn'vqo‘ , "‘; on s o'c:! Ninoe impace, Reduced E¥ciency of Significant impact, Reduces Major Impact to Effectiveness of |  Severe impact, Loss of CTritice
- o -’ﬁw; o e Mission Suppernt efiziency of Operntionral Suppen INISSION OLArations Suppon Skilis or Cagabilities
Organizational 50 10 <5S500% OFf 2% increnne SS00K to <S1M OR 1% to 3% SIM 12 <52.5M OR 5% to 10% $2.5M - <SSMOR 10W to 15% VESM OF >19% increase over
Cost 7 2 ) RERT S T NEraRIe SVt BISCAtAT ang Can NEFRRIN Over MIOCATRD ANE CanAet ISCraRie Ovet MISCated #nd : ’_‘“'."_ .‘c'.:c"“ _'"._' .
Budget Impacts IMPAct on reserve Randie with reserve handie with reserve 1Ce0d35 reserves e z y
Minimal impace, Sip I3 Within S " oL, Projec
Project " » ", MOderate Impact, Project Milesnons gnificant impe oy Major impact, Project Milastons
Schedule Timelines Negligitia impact schedule Dwall Time, o 90 Moot o S Milestone Sip iImpacts Budpet by | . rat by 3 hbarth
imelines NS IMEICt 10 Milestones Shp, Noimpact to Buaget ¢S moaths Slip impacts Budget by >3 Months




ARMD Consequence Severity Rating Criteria by Risk Type

Risk Type Strategic Operational Financial Reputational Cybersecurity Other
OR OR
Extent of activities Extent of ARMD's Extent of the Extent of the
Extent of activities associated with a credibility within the Unrecoverable losses activities within
Extent of associated with a research research area or aeronautics 1o the cvber canabilities an ARMD
Level of threatened area or management management community, Extent of the public Yo ted p'th research area or
objective(s) that activities within an function that are prevented function that are associated with a goodwill toward NASA SRR W management
are threatened ARMD research from being performed prevented from research area or that is destroyed research a:efa ort.a function that are
. . management runction
Consequence area being accomplished management 9 affected
Severity function, that is
Label (Score) destroyed
Critical (5 Agency Nearly all Nearly all Nearly all Nearly all Nearly all Nearly all Nearly all
ARMD Most Most Most Most Most Most Most
Serious (3 Program Many Many Many Many Many Many Many
Moderate (2) Project Some Some Some Some Some Some Some
Minor (1) Project Few Few Few Few Few Few Few
Likelihood  Score Qualitative Guidance Quantitative Guidance | | RiskType US‘:(Q“-;]N‘”“-'S p , b , . .
. Risk that would prevent the accomplishment of ARMD objectives or performance
e [ B Example Risk Matrix
EKPECtEd 5 Very ”kﬂlf}’ 85%-100% Risk of operational disruption due to inadequate or failed internal processes, legal - e
or regulatory actions, failure to comply with applicable laws, regulations, or other a n d D efl n I tl O n S
. requirements, or the accuracy or timeliness of information needed to support
Probable 4 More Jlkﬁ'f}" thannot  60%-85% . decision making and/or performance evaluations. Operational risks can arise
Operational . ] L
from internal or external events that impair internal processes, people, or
Possible 3 Eq UEJHJ.J' Jfkely as not 40%-60% systems, limit ARMD’s capacity to consummate important transactions, enforce
contractual agreements, and/or meet standards, regulations, ethical
: requirements, and/or stakeholder expectations.
Imprubable 2 Less flkﬁ'f}' than not 15%-40% Risk that could result in a negative impact to ARMD due to financial management
Financial or actions taken by NASA, Congress, the Executive Branch, or other policy makers
- . that could affect the achievement of the ARMD's objectives.
Unexpected 1 VE'(].-" unhke!y 0%-15% Risk that a failure (whether such failure is accurately perceived) could diminish
the stature, credibility or effectiveness of ARMD. Reputational risk can arise
Reputational  either from actions taken by ARMD or third-party partners including service
providers and agents. Reputational Risk can also arise from events in one of the
other risk categories.
Risk that could expose ARMD to exploitation of vulnerabilities to compromise the
Cyber Security confidentiality, integrity, or availability of the information being processed, PPEL KNOWLEDGE
stored, or transmitted by its information systems. SERVICES 21
Other Risk type that is distinct from the remaining categories.
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Thank You

KEY CONCEPTS FOR EFFECTIVE RISK MANAGEMENT

Dr. Mary Skow

Mary.coan@nasa.gov

Agency Risk Management Officer

Please visit https://nsc.nasa.gov/events for upcoming virtual events

PPEL <OWEPSE o
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Helpful Links to Risk Management Information

Risk Management NASA Procedural Requirement (NPR 8000.4)
* https://nodis3.gsfc.nasa.qgov/displayDir.cfim?t=NPR&c=8000&s=4B

« Enterprise Risk Management (Playbook and Greenbook)
« https://www.doi.gov/sites/doi.gov/files/erm-playbook-2022-update-final-508-compliant.pdf
* https://www.gao.gov/assets/gao-14-704q.pdf

« Program / Project Management NASA Procedural Requirement (NPR 7120.5)
* https://nodis3.gsfc.nasa.gov/displayDir.cfm?t=NPR&c=7120&s=5F

« Agency Risk Management Officer’s OneNASA site

* https://nasa.sharepoint.com/sites/osma/SitePages/Agency-Risk-Management-Office.aspx

 NASA’s Risk Management Handbook (will be updated in 2024)
* https://www.nasa.qgov/wp-content/uploads/2023/08/nasa-risk-mgmt-handbook.pdf

 NASA’s Program / Project Management Handbook
* https://ntrs.nasa.gov/api/citations/20220009501/downloads/PM%20Handbook%20with%20corrections-2-16-
23_editorial%20corrections.pdf
« Other helpful links
* https://sma.nasa.gov/sma-disciplines/risk-management

PPEL <OWEPSE o



https://nodis3.gsfc.nasa.gov/displayDir.cfm?t=NPR&c=8000&s=4B
https://www.doi.gov/sites/doi.gov/files/erm-playbook-2022-update-final-508-compliant.pdf
https://www.gao.gov/assets/gao-14-704g.pdf
https://nodis3.gsfc.nasa.gov/displayDir.cfm?t=NPR&c=7120&s=5F
https://nasa.sharepoint.com/sites/osma/SitePages/Agency-Risk-Management-Office.aspx
https://www.nasa.gov/wp-content/uploads/2023/08/nasa-risk-mgmt-handbook.pdf
https://ntrs.nasa.gov/api/citations/20220009501/downloads/PM%20Handbook%20with%20corrections-2-16-23_editorial%20corrections.pdf
https://ntrs.nasa.gov/api/citations/20220009501/downloads/PM%20Handbook%20with%20corrections-2-16-23_editorial%20corrections.pdf
https://sma.nasa.gov/sma-disciplines/risk-management
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Definitions

Risk — The potential for shortfalls with respect to achieving explicitly established
objectives.

Risk Posture — The limits of acceptable risk to the established / stated objectives
whose achievement is of direct concern to stakeholders.

Objectives-Driven Risk Management — An approach to risk management that
focuses on ensuring that a program’s/project’s/Organization’s risk profile is
aligned with the established objectives and within the established risk posture

Risk Profile: The ensemble of assessed risk to a program’s/project’s established objectives.

Risk Leadership — Leading, by an accountable leader or manager, risk
acceptance decision-making within the limits of a defined risk posture, including
the authority to allocate portions of the risk posture to subordinate / supporting

organizations.
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What is Risk and Risk Posture?

* Risk Is the potential for shortfalls with respect to achieving explicitly
established and stated objectives

 Stated objectives could be related to programs and projects, institutional support for
mission execution, or any other objective-driven activity and/or mission

* Risk Is operationally characterized as a set of triplets:

* The scenario(s) leading to degraded performance with respect to one or more
performance measures (e.g., scenarios leading to |njur(¥, fatality, destruction or _
compromise of key assets; scenarios leading to exceedance of mass limits; scenarios
leading to cost ovérruns; scenarios leading to schedule slippage).

« The likelihood(s) (qualitative or quantitative; unconditional or conditional) of those
scenarios.

« The consequence(s) (qualitative or quantitative severity of the performance
degradatlor% that would result if those scenarios were to occur.

* Uncertainties are included in the evaluation of likelihoods and identification of scenarios

* Risk Posture is the limits of acceptable risk to the established / stated
objectives whose achievement is of direct concern to stakeholders

[irs] PPEL 2%t
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What are common types of risk?

Common Risk Types Typically Assigned to Each Activity Domain

Enterprise Program/Project Institutional
Strategic Safety Staffing
Operations Technical Training
Compliance Security Maintenance
Acquisition Cost Supply chain
Fraud Schedule Facility safety
Reputational Etc. Facility availability
Etc. Etc.

Caveat: It should be emphasized that the bucketing of risk types into specific activity domains should not be taken
too literally. The assignment of risk types to activity domains helps ensure that all significant risks are considered under the risk
management umbrella. In actuality, however, many risk types span at least two and sometimes all three of the activity domains in

the table above.
PPE KNOWLEDGE
SERVICES 26
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NASA’s Risk Management Principles

Risk Management at all levels of the Agency should be
Objectives-Driven.

Risk Management within every organization should be
anchored to the activities the organization conducts in the
service of meeting its objectives.

Every organization should adhere to an established risk
posture, consisting of acceptable levels of aggregate risk to
each of its objectives.

Risk management should be conducted in a manner that is
consistent with NASA's governance model.

Each organization is accountable for overseeing the risk
management processes of subordinate organizations, as well
as for managing risks identified at its own level.

Risk management is conducted and overseen in a timely
manner throughout the life cycle of the activity.

Risk management includes the identification and management
of systemic, cross-cutting individual risks that threaten multiple
objectives across multiple organizations.

The risk information communicated by subordinate
organizations should support the higher-level organization’s
own risk management needs as well as its risk management
oversight needs.

PPEL €7t o
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Evolution of NASA Risk Management

NPR 8000.4 CAIB NPR 8000.4A NPD 1000.5 RIDM HDBK NPD 1000.0B NPR 8000.4B NPR 8000.4C RMTT RM HDBK Rev 1
CRM, Risk Matrix, Need for systemic Aggregate Risk, Joint Confidence  Objectives Hierarchy, TA Concurrence based S&MS Risk Risk Posture, Additional Rigor in Agency-Wide RM
Risk List risk analysis RM =RIDM + CRM Level (JCL) Pohcy Analysns of Alternatives on the Technical Merits Acceptance Cybersecurity Pre-Formulation, Framework (Draft)
; - of the Case etc. .
o coLuMeIA ¢ = L == = = i
= - e = S — v IE 7 < - - - Risk Man'agemcm\.
I 1 - = R e £ i g ; = Tiger Team Report
2000
Qo
& B
et
Lol
PRA Guide NPR 8705.5 ASAP 2008 Bayesian Inference RM HDBK OMB Circular A-123 OROM Guide NPD 1000.0C NPD 8700.1F STD-8719.SMS
Scenario-Based,  PRA for Human Safety  “How safe is Incorporation of ~ Program/Project  ERM, Internal Control Enterprise Risk Leadership,  Crew Safety and Mission S&MS Assurance
Quantitative and High-Importance ~ safe enough?” Data into PRA Oriented Oriented Risk Posture  Success Assurance Case ~ Framework

Missions (Draft)

PPEL |<OWEPSE o
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Risk Leadership Represents the Highest Maturity Level of
Objectives-driven Risk Management*

Level 1: Ad hoc risk management addresses a specific problem when it arises.

Level 2: Targeted or initial risk management approaches risks with multiple understandings
of what constitutes risk, and management occurs in silos.

Level 3: Integrated or repeatable risk management puts in place an organization-wide
framework for risk assessment and response.

Level 4: Intelligent or managed risk management coordinates risk management across the
business, using common tools.

Level 5: Risk leadership incorporates risk management into strategic decision-making.

“Over its evolution, [a high-level organization should] move from narrow tactical risk management to holistic strategic, and long-term risk management”
* Case study of best practices operationalized at Intuit Corp., quoted from “Enterprise Risk Management Case Studies: Heroes and Zeros,” Smartsheet, Inc., 2021.

PPEL |<OWEPSE 5
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Implementation of Risk Leadership

+ Application of Risk Leadership is integrated with agency management processes at all levels

+ Top-down definition and communication of objectives and associated risk posture and risk-tolerance in key mission / activity dimensions

+ Bottom-up feedback on activity execution, application of risk-tolerances and effectiveness of associated risk controls

NASA Strategic Objectives|

+ Strategy & Goal Updating
* Activity, Project, Program Assessment
» Activity, Project, Program Decision-Making
» Cross-cutting Risk Identification & Control
* Risk Reporting

* MDD, Program, & Institutional Portfolios

* Project, Mission, & Institutional Activity Objectives

» Risk Postures for Projects & Institutional Undertakings

* Procurement Strategy & Constraints

+ Key Performance Measures for Objectives

* Requirement Definitions

Risk Tolerances on Requirements and Constraints (by
Objective)

MDs, ASO,
MSEO, CENTERS

MISSIONS & ACTIVITIES

TECHNICAL, ADMINISTRATIVE, & SUPPORT TASKS

Color key: - N Activity Execution
Blue = Typical “routine” activity

Management elements
Red - Risk Leadership / RM

CRM-supported
» Risk Identification, Control, and Tracking

* Technical, Schedule and Cost Performance KNOWLEDGE
* Operational Deployment & Disposal PPEL SERVICES 30
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WHAT IS THE DIFFERENCE BETWEEN INDIVIDUAL RISKS AND AGGREGATE RISKS?

e An individual risk is a scenario leading to degraded performance with respect to one or more
performance measures

e Ascenariois a defined sequence of events, starting from an Initiating (Departure) Event, and
leading after some set of pivotal events to an undesirable effect on a performance measure

PIVOTAL EVENTS

Pivotal Pivotal
%Eé ™ Event 1 | Event n > End State

e The characterization of an individual risk includes the scenario itself, the likelihood of the
scenario occurring, and the consequence resulting from the scenario

PPEL |<OWEPSE 5
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WHAT IS THE DIFFERENCE BETWEEN INDIVIDUAL RISKS AND AGGREGATE RISKS? (Cont.)
INDIVIDUAL RISK SCENARIO EXAMPLES

* Program/project example 1 (S&MS related)

o Failure of an on-board control system during an orbital vehicle’s approach to an extraterrestrial
planet or moon leads to overloading of the vehicle, resulting in structural failure and loss of vehicle,
release of radioactive material from its RTGs, and contamination of the planet or moon

 Program/project example 2 (cost related)

o Unexpected results during integrated system testing of a space system in microgravity conditions
lead to concern about the ability to meet mission requirements, resulting in a significant delay in
the launch date with a commensurate unplanned cost increase

* |Institutional example (core competency related)

o Unanticipated retirements in a specialty critical to the Agency, stiff competition for new hires, and
lack of funding for training courses lead to a poor score from an independent assessor concerning
the Agency’s ability to maintain a strong core competency in that specialty PPEL |wowiece
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WHAT IS THE DIFFERENCE BETWEEN INDIVIDUAL RISKS AND AGGREGATE RISKS? (Cont.)

* An aggregate risk is the accumulated effect of all relevant scenario on the probability of not being able
to meet a performance measure constraint value, target value, or other defined value or set of values

* These set-point values are collectively referred to as performance measure markers

SCENARIO ANALYSIS AGGREGATION ANALYSIS

Performance Marker A for
JUDGMENT AND MODEL-BASED ANALYSIS Performance Measure X

PIVOTAL EVENTS . Distribution of
\ A .
N\ P Pvotal ES-1 ES-1 Possible Outcomes
IE-1 > - : » EndStatel Prob. of —»| Effecton — > df
Event 1 Eventi (ES-1) (pdf)
N Occurrence Perf. Meas.
ACCUMU-
1 atian >
JUDGMENT AND MODEL-BASED ANALYSIS LATION
PIVOTAL EVENTS
NV 5 - ES-k ES-k
IE-M = , Pivotal [} Pivotal , EndStateN ||| prop, of »{ Effect on —>
W Eventj Event k (ES-N) Occurrence Perf. Meas.

v
Shortfall

$ Direction of Goodness

Performance Measure X

PPEL <OWEPSE 5
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WHAT IS THE DIFFERENCE BETWEEN INDIVIDUAL RISKS AND AGGREGATE RISKS? (Cont.)
AGGREGATE RISK EXAMPLES

* Program/project example 1 (S&MS related)

o The cumulative probability that there will be loss of vehicle during Project X in the vicinity of Planet
Y resulting in an unacceptable level of planetary radioactive contamination, considering all
identified accident scenarios, is less than 10%

 Program/project example 2 (cost related)

o The cumulative probability that the total expenditure on Project Y will exceed the funding
constraint allocated by Congress and the Office of the President, considering all identified cost risk
scenarios, is around 30%

* |nstitutional example (core competency related)

o The cumulative probability that the required staffing to maintain a core compentency in
cybersecurity protection across the Agency, considering all identified scenarios leading to staff
attrition and replenishment difficulties, is between 15% and 25% PPEL |<Nowtepce
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HOW MAY THE AGGREGATED RISKS BE DISPLAYED IN A

MANAGEMENT-FRIENDLY WAY?

« Spider Charts of Performance Measure
Aggregate Risk Results (Hypothetical
lllustration for 3 Discrete Rankings)

* This spider chart shows the rankings of the
aggregate risks as

* 1-Green (acceptable), 2-Yellow (Marginal),
or 3-Red (unacceptable)

* It includes multiple performance measures
on one chart

e The performance measures span multiple
risk management domains: programmatic,
institutional, enterprise, mandated
requirements

* Since the rankings are discrete and not
continuous, the data points are plotted in
the center of each band

Program
Cost

Months to
Completion

Tech. Transfer
Score

Technical Assembled
Innovation - \.-~ Surf. Reactor
Score Power

Probability of

Facility : |
Relevanceand | L — Accnderjta- Loss
Readiness Score of Mission
Number of Prob?bility of
Senior Nuclear Accidental

Specialists Public Exposure

" Probability of
Planet “X” Pu
Contamination

Conditional Prob.
of Control Soft-
ware Corruption

Conditional
Probability of
Data Theft
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Questions?

PPEL |<OW5PSE 5
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